The key approach to manage and prevent potential hazards arising from specific contaminants in water networks is to consider water as the main product delivered. This new concept, addressed as water-reuse risk assessment program (WRAP), has been further developed from hazard analysis of critical control points (HACCP) to illustrate the potential hazards which are the roots of hindering intra-facility water reuse strategies. For industrial sectors applying water reclamation and reuse schemes, it is paramount that the reclaimed water quality stays within the desired quality. The objective of WRAP is to establish a new methodology and knowledge, which will contribute to the sustainable development of industrial water management, and demonstrate its capabilities in identifying and addressing any potential hazards in the selected schemes adoption by the industries. A 'what-if' scenario was simulated using a refinery as a case study to show strategies on how to benefit reclaimed or reuse water based on reliable, applied and scientific research within the process integration area. In conclusion, the WRAP model will facilitate operators, consultants and decision makers to reuse water on a fit-for-use basis whilst avoiding contaminant accumulation in the overall system and production of sub-quality products from inadequate processes after several reuses.
INTRODUCTION
The global water crisis is becoming one of the most serious natural resource issues facing the world nowadays. Water is a vital element and it is directly related to environment, economy, health and safety aspects (AquaFitUse). In general, due to tradition and focus on the manufacturing process and the quality of the manufactured products, industries tend to use too high water quality (i.e. applying fresh water for all water consuming units within the facility).
However, population growth, increasing water scarcity (e.g. urbanization and industrialization), rising costs for water and wastewater treatment, as well as increasing environmental concern regarding wastewater discharge, have forced industries to start looking into possibilities for water savings and water reuse to reduce the water footprint of their activities. For large freshwater consuming industries, such as the refinery industry, water is no longer regarded as a consumable or utility, instead it has become a highly valuable asset (AquaFitUse ).
internal recycling and reuse of wastewater to replace the intake of fresh resources and utilities. Wastewater can be treated differently depending upon the source, the use of the water, and how it gets delivered to specific unit processes. Some of the process units in industrial process plants may require high quality of pure water, while other process units can use lower quality of water or even contaminated water sources. Depending on the process water quality requirement, wastewater from a process unit can be partially treated and reused within the plant (Sharma & Rangaiah ; El-Halwagi ) . EPA () states that the quality and quantity of wastewater produced from a treatment unit are highly variable depending upon a range of factors, such as:
• the raw process material and the characteristics of the products;
• the industrial process that generates the water, e.g. wash water, process filtrates, process backwashes, boiler and cooling tower blowdowns;
• reactions and additives required in the processes, e.g. pH adjusters, biocides, surfactants;
• temperature of the waters.
In the current situation, knowledge on the effect of water quality on process, product quality and health issues are mostly not available. This makes industries often (and still) choose far better water qualities than needed, mostly potable water or better. The industries should start to consider the use of water in the right quality or 'fitfor-use' to achieve higher sustainability (AquaFitUse; The concept outlined by water-reuse risk assessment program (WRAP) in this paper shares similarity with the general application of hazard analysis of critical control points (HACCP). HACCP is 'a management system in which food safety is addressed through the analysis and control of biological, chemical, and physical hazards from raw material production, procurement and handling, to manufacturing, distribution and consumption of the finished product' (FDA ). The principle of HACCP can also be applied on the water network to improve operation efficacy, product quality, and safety. By considering water as the main product delivered, potential hazards arising from specific contaminants in water networks can be managed and prevented.
Application of the HACCP concept for water reuse in food industry was discussed by Casani et al. () , focusing on challenges and limitations associated with microbiologically safe reuse of water. Later, Grüttner et al. () implemented HACCP into an industrial water reuse quality control methodology under a European research project called AquaFit4Use. However, there are a number of deviations for direct application into the water network, such as how to define which water streams can be reused and how to ensure the reclaimed water quality to stay within the required quality criteria of the process in question. The methodology developed in WRAP has successfully addressed these deviations by implementing water quality characterization and compatibility assessments. Using a petroleum refinery company (Nabi Bidhendi et al. ) as a case and illustration study, the objective of WRAP is to demonstrate its capabilities in identifying and addressing any potential hazards which are the roots of hindering intra-facility water reclamation and reuse scheme adoption by the industries.
METHODS
The WRAP methodology developed for this paper is based on the principles of HACCP and AquaFitUse (NACMCF ; NFPA ; USDA ; Casani et al. ) and AquaFit4Use (Grüttner et al. ; AquaFitUse) , with particular focus on the water quality criteria (WQC) assessment, hazard identification, and description of critical control points (CCPs). A complete decision making process flow in WRAP methodology can be found in 
Define scope of study and selection of the WRAP team
The project investigator has the responsibility to provide the team members with a clear description of what has to be studied or accomplished and which parts of the plant will be the focus of the study, as industrial plants are not a static asset in general. When a plant undergoes any changes (e.g. renewal, regeneration, retrofitting, expansion), the concept of process integration and optimization which are affiliated with water should be re-evaluated to ensure the relevance of changes and optimal design. The project team members should ensure a continued and reliable new system in water reclamation and reuse scheme that is in line with the facility. The project team members should include a minimum representative from top management, process engineers, quality control, and Health Safety and For a given process where an outlet stream is identified for possible reuse and needs to be recovered, the outlet stream is termed as a process source. On the other hand, a process sink refers to a unit where a source is consumed (Foo ) . In the WRAP model, matching of process sources and sinks need to be conducted for process optimization in the proposed water network. based on one contaminant, the problem will be solved as a single contaminant. If it includes two or more key contaminants, the problem will be solved as multiple contaminants.
Graphical methods, mathematical and computer-based method may be used for both cases (Nabi Bidhendi et al.
; Mohammadnejad et al. ).
Data extraction: defining WQC for potential reuse streams After developing the water network, there are some data which should be gathered before the WQC assessment takes place. The data must be based on actual operational data; however, assumptions and literature data may be used should available data be insufficient in quality or not available for aspects such as:
• water process functions;
• water quality or process components of individual processes, e.g. temperature (T), pH, conductivity (cond.), hardness (hard.), alkalinity (alk.), silica (SiO 2 ), total sus- • input and output flowrates for each unit process in the proposed network (water quality data are affected by the flowrate, especially for mixing);
• standard units of flowrate and process components (to avoid any miscalculation);
• mass and concentration balances of inflow and outflow water streams; and
• equipment and instrumentation specification, if applicable.
The assessment of the process components has to be performed under four groups of compounds found in the water:
1. physical properties, e.g. temperature;
2. chemical properties, e.g. pH, dissolved salts, organic matters;
3. micro-pollutant, e.g. heavy metals, specific organics;
4. microbiology components, e.g. Legionella spp., if applicable.
Desalter Wash Water, and Plant, Domestic, Fire Water are listed as the WQC with the associated process components for the proposed 'what-if' scenario in Figure 3 . In complex wastewater reuse applications, the wastewater streams can contain more than two process components.
The level of detail used in the WRAP model can be based on the investigator's judgement, taking into account water sensitivity for the specific industry, water flowrate and quality demands by a given reuse application, as well as an allowable limit for wastewater discharge (environmental regulations).
The WQC can be used as the basic requirements to be followed by the reuse streams. For more accurate optimization and quality assessment, each WQC should be provided in minimum and maximum value of quality (acceptable range in lower and upper bound limit). The water quality data of each potential reuse stream should also be provided in minimum and maximum range to illustrate any fluctuations occurring during operation or unexpected process upsets. In this case study, Table 1 only shows the flowrates and stream constraints of the water network at the maximum limit (no available data for minimum allowable limit).
Compatibility check
Using the available operational data, compatibility assessment of the proposed scenario in Figure 3 can be performed to determine whether the reuse streams are 'fitfor-use' for a given process. The assessment will compare the process components quality of the alternative water source with the associated WQC of the given process sink.
For example, the quality data of stream A, B and C (outlet utility, boiler blowdown and the mixed streams, respectively) will be compared with the quality requirement of can provide early information.
Hazard analysis and parameter classification
Parameter classification assessment of the chosen stream must be performed to determine any potential hazard in a given process. A hazard is the potential consequence of exceeding a process component limit, in particular with respects to these five key concerns:
1. product safety;
2. product quality;
3. process water function;
4. equipment; and 5. health and safety (i.e. working condition).
The quality aspect in reclamation and reuse scheme can be identified by addressing the above five key concerns to control potential hazards and unforeseen disturbances for the application of intra-facility water reuse. Each of the five key concerns must be sequentially screened for each of the four groups of compounds found in water (i.e. physical properties, chemical properties, and micro-pollutant, microbiological) with respect to the acceptable range of the relevant process components. 
Risk level
Risk is an estimate of the likelihood of an adverse effect (hazards) on products, production, equipment, or employees. To reuse industrial water in a safe and sustainable way, it is important to identify, assess and appropriately manage the risks. The risk assessment should be undertaken on the proposed scenario to identify potential hazards and understand the likelihood and severity of these occurring.
The risk assessment can help to determine any appropriate management controls needed to reduce and avoid the risks.
Risk level can be calculated by using a combined approach of the two main factors, namely Severity and Likelihood, with coding as illustrated in Figure 4 . The 5 × 5 matrix (Equation (1)) is preferable to give a more reliable range for assessing a certain risk: 
Identification of CCPs
The CCP is a point in the water network that needs routine control in order to manage the identified risks and be in control of unforeseen disturbances. This assessment can be used to identify and describe any points in the process which have a reasonable probability of creating unacceptable risks. There are four quality control considerations that need to be assessed under the four groups of compounds:
• impacted by;
• adjusted or controlled by;
• generally recommended point of process control;
• alternative indirect points of control.
After this set of relevant mitigation measures has been defined, corrective actions for each CCP will be identified and used as preventive measures, procedures or actions implemented to reduce the severity and likelihood of the potential hazards. The corrective actions should achieve acceptable reliability level for the scenario in question to be implemented.
Acceptance of new risk level and new system implementation
The corrective actions for each CCP that are suitable and effective to control and manage any potential risk in a given process will be updated in the proposed 'what-if' scenario and the associated water network. A new risk level will be measured again after the corrective actions have taken place in the water network. Once the desired new system is determined with acceptable risk level, it can be tested 
RESULTS AND DISCUSSION
Water reuse involves using 'used' water as new resources for a process that does not really require freshwater to reduce freshwater consumption and wastewater discharge. The quality and quantity of industrial water produced is highly variable depending upon a range of factors. This water reuse approach can be considered if the eventual contaminant level of the wastewater meets the standard quality of the process sink (i.e. the new water source is of the same quality or cleaner than the process sink requirement).
Water can also be reused by mixing wastewater of different concentrations with freshwater to obtain the acceptable contaminant level as well as flowrate of the given process sink Regeneration reuse and regeneration recycling processes were placed in the water network assuming that only 80% Optimization using a compatibility assessment has been carried out by simply aligning the water quality of reuse streams with the associated WQC. Based on the compatibility check in terms of hardness and COD ( demonstrate how the WRAP model works, the two streams had been selected to be further assessed for any potential hazard in the water network.
Hazard identification and risk management play important roles in water network management. Theoretical hazard identification has been performed with a focus on the water network together with the acceptable concentration levels of the relevant process components. The potential hazards for each group of compound can be varied with respect to the possible chain of hazards. Such an assessment of the potential hazards will depend on the nature of the production and can be hard to generalize. A company will have to carry out the assessment themselves and determine policies for the acceptable level of risk or safety required for the identified hazards. A few key concerns have been found during the hazard identification that relate to the process water sources, regeneration system, and the proposed water network. More process components have been considered for this hazard identification (Table 1 was used as the operational basis). The assessment was based on literature data and the details can be seen in Tables 3 and 4. After undertaking hazard identification, it is also important to identify, assess and appropriately determine the risk level under the five key concerns (Table 5) Stream H might also produce a medium to high risk level (11) Based on Figure 4 , if the industry is considering using the selected water stream for reusing application, control systems are needed to some extent and significantly reliable control measurements may be put in place to achieve higher process water and product quality. Additional treatment options should also be considered and mitigation is required.
As described earlier, reusing wastewater can present a wide range of risks to the environment, occupational health and safety, and economic aspect. To effectively manage risk, it is important to identify mitigation measures and management controls rather than rely on reactive measures. Any potential hazard has to be extended when all aspects of applying water reuse scheme or alternative water sources are considered. To identify CCP(s), Grüttner et al. () recommended to track backwards (upstream) in the process flow from the associated process to the point where the water quality component is potentially impacted (e.g. freshwater sources, utility units, process units, RU, and the contaminant accumulation in the whole system). For the selected streams of the proposed scenario in this WRAP model demonstration, the upstream processes supplying the water have contributed to the associated risk level (i.e. desalter feed water and wastewater, regeneration system). Higher efficiency in the regeneration system or additional pre-treatment can also be provided to achieve the desired water quality and remove other associated contaminants. Another approach is to modify the proposed 'what-if' scenario. The desalter wastewater can be directly mixed with the cooling tower blowdown. The mixture will be treated using RU and the treated water will be reused as a freshwater replacement. Currently, the proposed RU system is only to remove the selected key contaminants,
i.e. hardness and COD. It is suggested to have a new RU that can remove more contaminants and have a higher removal ratio. pH control and online sensors for the specific contaminants also need to be installed to ensure certain quality levels are achieved (i.e. temperature, COD, PO 4 , exchanger will also be useful to achieve the desired temperatures for different types of water sources.
A multi-barrier approach should be able to address any problem in reclamation and reuse schemes. If there is a process upset in the system, a safe process water can still be produced and used. EPA () suggested that it is also important to identify which contaminants and characteristics need to be monitored, at what point in the process, and how often they need to be monitored. For example, visual monitoring at process sources and/or process sinks may be sufficient if the key concern can be visually identified; while in other cases, laboratory analysis may be required at process sources and/or process sinks to ensure certain quality levels are reliable. Fluctuation of the feed water in the system also needs to be monitored in a realtime approach during operation. Operational conditions (e.g. process and control characteristics, available online sensors in place) should be provided to effectively manage risk controls and identify corrective actions required.
A development plan for sustainable water management should also be organized to ensure product quality, environment, and work safety. New system evaluation and audit of the reclamation and reuse schemes will also be needed to understand whether the preventive risk management and controls in place are effective and have been implemented
properly. To achieve long term performance, annual review and continuous development has to be implemented to improve the effectiveness of the proposed scheme system.
CONCLUSIONS
The WRAP In conclusion, there are some quality control considerations to be taken into account when applying reuse, recycling, or reclamation schemes:
• Multiple water streams with different water quality (e.g. contaminant concentrations).
• Change in contaminant load due to mixing and/or component splitting (e.g. mass and concentration balances, chemical reaction, etc.).
• When treated water is to be reused as a direct source, engineers must be cautious to monitor higher concentrations of specific organic chemicals or any unknown contaminants in the upstream to downstream system.
Minimum and maximum allowable limits should be provided for the selected process water WQC.
• The number of times the water has been reused that potentially increases the concentration levels of process contaminants in the overall system.
• Quality standard monitoring system with technology that can alert operators in real-time if the quality of the process water exceeds the acceptable standard. This monitoring system should also be coupled in the multibarrier approach to reduce the risk level.
• Change in environmental regulations (local and/or international regulations).
